KY THUAT TAN CONG PUQC GHI NHAN: OBSERVED
ATTACK TECHNIQUE

Muc luc:

I. Kich ban sir dung mang
I1. Phan tich kich ban

II1. Két luin

Observed Attack Technique (OAT) la tip hop céc kich ban mé phong hanh vi tin cong da dugc
quan sat trong thuc té, nham tai hién chudi k¥ thudt cta tadc nhan de doa trén mdi trudng thir nghiém.
Viéc chay OAT gitp tao dif liéu va ddu vét tan cong co kiém soat dé kiém ching kha ning phat hién,
tuong quan su kién va hd trg diéu tra trén nén tang giam sat bao mat.

L. Kich ban sir dung mang

Chon muc “Simulations” dé trién khai cac kich ban tin cong - Observed Attack Technique
(OAT)
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1. Giao thirc 16p irng dung va Khai thac cac dich vu tir xa
- Mo ta kich ban:



T1071 - Giao thuc Idp Ung dung

Béi thi c6 thé giao tiép bing cac giao thifc I6p ¢ng dung d& tranh bi phét hién/loc mang bang cich trén 13n véi Iuu lugng truy
c8p hién cb. Cac lénh d&n hé théng tir xa, va thudng 13 k&t qui cla céc |&nh d6, s& dugc nhiing trong Iuu lugng giao thic giifa

may khach va méy chi.

T1210 - Khai thac cac dich vu tir xa

Pa&i tha cb thé khai thic céc dich vu tif xa dé truy cip trai phép vao cic hé thong nbi bd khi da vae trong mang. Khai thac 16
héng phin m&m xay ra khi k& thi Igi dung 18 13p trinh trong chudng trinh, dich vu hodc trong phin m&m hoic hat nhan ciia
hé digu hanh dé& thuc thi ma do dai tha kifm soat. Muc tiéu chung ciia viéc khai thac céc dich vu tir xa sau khi thoa hiép 1a di

chuyén ngang dé& cho phép truy cip vao hé théng tif xa.

Ky thuit mé phéng:
* Cobalt Strike: Yéu ciu HTTP (bién thé 3)
* MS17-010: Thuc thi m3 tif xa théng qua yéu ciu SMB

K&t qua du kién:
* Ban lam wviéc - M6 hinh:
s Demo - K&t n6i Cobalt Strike c6 thé c6
* Demo - Chuyé&n déng nhiéu bén thdng qua giao thiic SMB
* Ky thuit tin cfng quan sit - B6 loc:
Demo - K&t néi Cobalt Strike c6 thé c6
Demo - Giao ti€p chi huy va digu khién cb thé qua HTTP
Ban demo - COBALTSTRIKE HTTP (Yéu c3u) Bién thé 3 - Gifi di
Demo - Chuyén d6ng ngang thdng gua khai thic thong qua giao thic SMB

Demo - C6 thé di chuyén ngang théng qua khai thic
Demo - Phat hién dang ngd trong mang riéng

Demo - M517-010 Metasploit SMB (Yéu c3u) - Gii di
Demo - Phit hién mang uvu tién loai m&i de doa

Yéu ciu vé mdi trudng:
s M6t thiét bi Deep Discovery Inspector hodc thi&t bi Cdm bi€n mang 3o d3 trién khai
* Hai diém cu6i Windows d&€ md phéng chuyén déng ngang

Cac budc

o Truy cip Kiém ké mang dé t3i xuéng hinh anh dia va trién khai thiét bi Deep Discovery Inspector hodc thiét bi Cam bién
nang 2o trong méi truiding clia ban.

Luu ¥: Ban o6 thé k&t ndi cac thiét bi Deep Discovery Inspector d3 trién khai cdia minh vdi Trend Vision One théng qua

Network Inventory d€ chay mé phéng t4n cng mang.

° Tai tip lénh demo xudng mét trong cac diém cufi Windows ciia ban. Chay tip lénh demo bang dia chi IP clia ca hai diém

cudi.
Tai xuéng kich ban demo
Tép lutu trif dw'dc bao vé& bing mat khau:
Mat khdu: [J Xu hudng MicroBAS
SHA-256: O C728E1FCBSD9IF2FD279AAB99BDEF30521AAET11995AE5DD...

ﬂ Ki€m tra k&t qua trong Workbench hoidc Observed Attack Technigues sau khi chay tip lénh demo. K&t qua c6 thE mat vai

Theo nhu huéng dan sé& tai va chay script & may Windows:




Windows2 - Console - VMware ESXi - Personal - Microsoft Edge

Not secure  hitps://192.168.1.15/ui/#/console/7

EX Windows PowerShell
[ Demo ossible Cobalt str C
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Note:
Trend Micro

.PARAMETER -Pe

Comma-delimited f ~ IP addresses.
The Peers must be 1

Important:
Peer IP add ses d to simulate the target host and lateral movement.
Can be specified = y as a command-Tine parameter or input during the script execution.
1f 2 peer IP addresss are not specified, the simulated exploit attack is skipped.
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Nhép dia chi cia mdy nan nhan
- Kiém tra trong phan “Workbench” trén Trend Vision One:

Trend Vision One™ | workbench 514 W 2 @ A FuTy

Workbench Insights All & My Cases [¥] Security Playbooks

All time: ¢ ¢ :Last30 days v ¥ Addfiter | [% [0

Insight e Findings s Attack phase

Demo - Multiple Lateral Movement via SMB
Protocol

Lateral Movement

Demo - Possible Cobalt Strike Connection

le Command and Control
Communication via HTTP

Demo - COBALTSTRIKE HTTP (Request) Variant
3 - Outbound

Cobalt Strike HTTP Network Traffic Outbound
Request

D phat hién tan cong

- Sau 1 khoang thoi gian, bao céo chi tiét dugc tong hop:
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Insight Impac e C. H Findings C: Attack phase
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C&C detected, which leveraging Application
Layer Protocol
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ci

ious Object Retroscan

hitp-iftrend-miero-test com/submit php2id=07
POST

404 Not Found

Mon, 15 Dec 2025 15:03:64 GMT

textihtm|

Mozilla/5.0 {compatible: MSIE 9.0; Windows NT
6.1; Trident/5.0; MANM)

2. Mb phéng hanh vi bit thuwong
- MBO ta: chon tin cong Brute Force va SSH
Mo phong bat thudng hanh vi

BE chitng minh hiéu qua cia viéc phat hién mang trong méi trudng ciia ban, ban c¢6 th€ mé phong cic diém bat thudng vé
hanh vi bang cich phat lai phép do tif xa da chudn bi trén tai san mang clia ban. Mé phéng nay tao ra khodng bay ngay dif iéu
hoat déng.

5 phong tin cfng mang:
Hoat déng két néi - TAn cing Brute Force m4t khiu Kerberos tiém dn

Chi tiét mé phdng:
* Cacnd Ivc xac thuc Kerberos khéng thanh céng tif mét thiét bi da dugc phat hién déi vdi tén ngudi ding cu thé, diu nay

c6 thé cho thdy mét cubc tan cdng vii phu.

Két qua du kién:

* Quan Iy ri ro mang - Quan I mai de doa va phoi nhiém - Hoat déng va hanh vi - Cac su kién khac

* Hoat dong k&t ndi - Tan cing Brute Force mat khiu Kerberos tiém dn

s Mét Cam bién mang 3o da trién khai hoic mét thiét bi Deep Discovery Inspector hodc thit bi TippingPoint dudc két néi
v&i Cam bién mang dudc bt

- Chon VNS va client, server IP (khong nhat thiét phai 1a ctia cic may trong mang vi chi dé mo
phong):



o Chon mbt thiét bi va chi dinh IP may khich va may chd & dinh dang IPv4. N&u khéng dugc chi dinh, IP mic dinh s& tu
déng dudc gan. Ban ciing c6 thé chi dinh IP dudc nham muc tiéu dé tranh xung d6t c6 thé xiy ra trong méi tnsding cla

minh.
Thiét bi:
M4y chii dia phudng (192.168.1.8)
IP khéch hang: IP may chi:
172.22.11.1 172.22.10.131

° Xac nhan céc cai dat trén va chay md phdng. Yéu cdu chay mé phéng cé thé mat mét chit thdi gian d€ hoan thanh.
Chay mé phdng

° Ki€m tra k&t qua trong Bang diéu khién hoat dong. K&t qua c6 th€ mat mét gid d€ xust hién.

- Kiém tra & muc “Risk events” va sir dung bd loc “Activity and Behaviors” trén dién thoai:

Risk Event

ion vity - Potentia

Farce Attack

3. Mo phéng tin cong ciia tic nhan de doa
- Mo ta:



Mo phong tan cong cua tac nhan de doa
Céc kich ban t4n cong thuc t& o6 thé dudc mé phéng dé chitng minh higu qua ciia viéc phat hién mang trong méi tniéng cla

ban.

Mé phéng tin cdng mang:
APT28

Chi tiét mé phdng:

APT28, con dudc goi 13 Strontium, Sednit. Fancy Bear va Sofacy. 13 mét nhém gian diép mang c6 lién quan dén cg quan tinh
b&o quin su Nga GRU. Hoat dong it nhat tif nam 2004, APT28 nham muc tiéu vao cic t6 chifc chinh pha, quin d6i va an ninh
bding céch sit dung céc ki thuat nhu khai thac zero-day. spear phishing va phin m&m d6c hai.

Trong mé phéng cudc tin cng APT28 thuc su ndy. cic I8 hdng phin mém dugc khai thic d& truy cip vao thiét bi loT (Network
Video Recorder). SSH dudc bat va c6 quyen truy cip vao root shell. Chuy&n déng ngang dat dudc théng qua proxy SOCKS va
proxychains d€ quét cing va tan céng brute-force vao hé théng SSH.

Céac phuong phip khic bao gdm xm nhip b6 dinh tuyén, cai dit OpenVPN va tdi 1én cic cfng cu nhu Mimikatz. Vdi quy&n
truy cip VPN, quyén truy cip mang khéng han ché dat dudc va Responder dudc sif dung d€ gid mao NetBIOS va tién hanh cic
cubc tn céing chuyén ti€ép SMB dé thu thap théng tin ding nhap.

Théng tin ding nhip dugc thu thap dudc sit dung dé tai xuéng va thuc thi Mimikatz tif xa vdi winexe d& k&t xust thong tin xac
thuc thém. Cac tip I8nh shell don gidn dudc trién khai dé€ thiét 13p tinh bén vitng clia mang, dam bao quyn truy cip md réng.

Chon IP cua thiét bi VNS, con cac thiét bi khac chi 1a demo nén dé IP mic dinh (ciing mang)
dé m6 phong dir liéu rdi chay:

Thiét bi:

Chi dinh appliancelocalhost (192.168.1.11)

nvr-cam-demo: openwrt-demao:

10.17.1.18 10.17.1.12

win10-1113-demo:

10.17.1.113
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Kiém tra “Workbench”:




Trend Vision One™ | workbench 2 0 ¥ @ A& EuTY
Workbench Insights A & My Cases * Security Playbooks
ustom period Last 20 days. < ¥ Add filter =
ht Impact scope a 5 Findings
Oz &1

Possible Multiple Lateral Movement Attempt via
SMB Protocol

Demo - Possible Brute-Force Attack

Exploit Public-Facing Application leads to lateral movement Case

2025-12-16 04:38:22  Last updat: 1 08:31:16 [3 Open new case
(Mew alert correlated) \

Overview

&7 Insight summary ™ (@  Highlights

Highlights ¥

Demo - loT Exploit Attempted
(O 2025-12-15 16:56:15 |
] nvr-cam-demo 10.17.1.18
A fter inthal detection (auto)
Network activity from 195.8.106.70 to 10.17.1.18
(© 2025-12-15 16:56:15 |
] nvr-cam-demo 10.17.1.18

Demo - Network Service Scanning

(D 2025-12-15 16:56:16 | Vi

II.  Phan tich kich ban

Trong phan nay, ta s& phan tich tin cong “Giao thirc 16p ing dung va Khai thic cac dich vu tir

L3

Xxa

1. Diéu tra Workbench téng quan
- Tong quan:



Trend Vision One™  workbench » IC-25034-20251215-00000 203 J A EauTv

C&C detected, which leveraging Application Layer Protocol Attack Phase

C 2025-12-15 17:17:07  Last updated: 2025-12-15 17:53:18 [3 Open new case
(New alert correlated) at A P,

Overview mp: Highlighted Al Timeline

& Insight summary 7= i) Highlights

A Command and Control {C8.C) communication channel has been detected
utilizing Application Layer Protocol techni spedifically involving HTTP
traffic between a compromised internal host and an external server. The
security analysis identified multiple related alerts including Cobalt Strike
network traffic patterns, si ous HTTP communications to trend-micro-
test.com, and lateral m ent activities via SMB protocol across the
network infrastructure. This multi-stage attack demonstrates sophisticated
threat actor behavior leveraging legitimate protocols to maintain pel

and expand their foothold within the environment, requiring immediate
containment of affected systems and comprehensive network traffic
monitoring to prevent further compromise.

Critical assets and objects

d in the d

- Tong két: Hé thong da phat hién mot kénh lién lac Command & Control (C&C) sir dung céc
ky thuat & tﬁng ung dung, cu thé 1a luu lugng HTTP gitta mot may ndi by da bi xam nhap va
mot may chii bén ngoai. Phéan tich bio mat ghi nhan nhiéu canh béo lién quan, bao gdm mau
luu Iwong Cobalt Strike, giao tiép HTTP dang ngd t6i trend-micro-test.com, va hoat dong di
chuyén ngang (lateral movement) thong qua giao thirc SMB trong ha ting mang. Pay 1a mot
cudc tin cong nhiéu giai doan, cho thiy tac nhan de doa loi dung cac giao thic hop 1¢ dé duy
tri hién dién va mo rong pham vi xam nhap, vi vay can cb lap ngay cac hé théng bi anh huong
va giam sat luu lugng mang toan dién dé ngin xam nhap tiép dién.

- DPbi tuong:

+ 192.168.1.12: may bi 4nh hwéng chinh, c6 luu luong HTTP outbound lién quan Cobalt
Strike; 1a may khoi tao lién lac t6i C&C.

+  http://trend-micro-test.com/submit.php?id=97219: URL dich C&C ma may bi xdm nhép
dang lién lac; gin v6i mau giao tiép Cobalt Strike.

+ trend-micro-test.com: tén mién dong vai tro domain C&C, xuat hién trong cac hoat dong
mang dang ngo.

+ 192.168.1.7: lién quan dén di chuyén ngang qua SMB; 1a m6t phan cua chudi tin cong co
nhiéu endpoint bi anh huong.

+ trend-micro-test: hostname li€n quan t¢i may bi xdm nhép va ha té‘lng ndi bd; co lién hé
v6i hoat dong lateral movement qua SMB.

2. Diéu tra Workbench — execution profile trén may Victim
a) Tbng quan

- Victim chinh: 192.168.1.12

- Trong Workbench, Execution Profile thé hién:

+ Chudi network-based execution (do mé phong khong co agent EDR)
+ Cac hanh vi duogc anh xa theo MITRE ATT&CK
+ Quan hé¢ gitta Victim — C2 — Internal host

b) Két luan
- 192.168.1.12 da bi xam nhap, may nay dong vai tro:
+ Beacon C2 ra Internet
+ Pivot point dé di chuyén ngang
- Tan cong mang tinh multi-stage, khong phai su kién don 1é
- K¥ thuat st dung: Application Layer C2 (HTTP), Living-off-the-network (SMB)



3. Diéu tra chi tiét cac phat hién

- Canh béo dau tién: 192.168.1.12 da tao HTTP request ra ngoai tGi mot server trén Internet,
dung domain/URL cu thé; ndi dung/mau request gidng Cobalt Strike, nén bi danh dau 1a C2
(C&C — Command and Control 1a kénh lién lac giita may bi nhiém (victim) va may chii cia
ké tn cong (C2 server)). beaconing

Trend Vision One™ | workbench » WB-25034-20251215-00000 Q @usekey H & @ A EEUTY

None

HTTP Network Traffic Outbound Request
involving HTTP, which Cobalt Sf

19
Ol
2025-12-15

None
Highlights

Cobaltstrike HTTP (Request) Variant 3 - Outbound
G) 2025-12-15 15:03:53 | V
[ 192.168.1.12 192.168.
er initia (auta)
Network activity from 192.168.1.12 to 52.27 236.139
O 2025-12-15 15:03:53 | V

O] ec2-52-27-236-139.us-west-2.compute.amazonaws.com 52.27.236....

- Canh bao thir 2: 192.168.1.12 dang c6 luu lwgng outbound HTTP t6i trend-micro-test.com
(52.27.236.139), bi nghi 1a ket noi Cobalt Strike/C2.

Trend Vision One™  workbench - WB-25034-20251215-00002 0512160324 W & @ A BUTY

Summary G B

Demo - Possible Cobalt Strike Connection

Id trike-related network traffic
57
1
2025-12-15 15:06:45

None E

Highlights

Demo - Possible Cobalt Strike Connection

© 2025-12-15 15:03:53
CJ 192.168.1.12 192.168.1.12

Added after initial detection {auto)

Network activity from 192.168.1.12 to 52.27.236.139

s-west-2.compute.amazonaws.com 52.27.236.139

- Canh béo thir 3: Mdy 192.168.1.12 dang giao tiép C2 qua HTTP (mo phong) t6i domain
trend-micro-test.com, dugc resolve vé IP 52.27.236.139 (EC2/AWS) — thé hién két noi
outbound tir may ndi bo ra “may chu di€u khién” bén ngoai.



Trend Vision One™ | wo . WE-25034-20251215-00003 260316 W & @ A HuTvY

Summary

None

Demo - Possible Command and Control Commu

nunicating to a simulated

Highlights

Demo - Possible Command and Control Communication via HTTP
@© 2025-12-15
|;| 192.168.1.12 192.168.
Ad er initia tion (auto)
Network activity from 192.168.1.12 to 52.27.236.139

(© 2025-12-15 15:03-

|;| ec2-52-27-236-139.us-west-2 compute.amazonaws.com 52.27.236.139

- Canh bao thtr 4: May 192.168.1.12 phat sinh HTTP outbound (beacon/C2) téi trend-micro-
test.com (URL http:/trend-micro-test...) dugc resolve vé IP 52.27.236.139 (EC2/AWS), nén
bi nhan dién 1a luu lugng giong Cobalt Strike (COBEACON).

Trend Vision One™  workbench > W8-25034-20251215-00001 QA Qusnrses H O @ A ERUTY

Summary

Demo - COBALTSTRIKE HTTP (Request) Variant 3 - Outbound

2025-12-15 15:06:52

None Exe

Highlights

Demo - COBALTSTRIKE HTTP (Request) Variant 3 - Outbound
@ 2025-12-15 15:03:53 | Vi
1 192.168.1.12
Added after initial detection (auto)
Network activity from 192.168.1.12 to 52.27.236.139

O 2025-12-

|;| ec2-52-2 -139.us-west-2.compute amazonaws.com 52.27.236....

- Canh béo thir 5: May 192.168.1.12 thyc hién di chuyén ngang (lateral movement) bing
cach khai thac/ truy cép qua giao thirc SMB sang may 192.168.1.7 (cac event “Network
activity from 192.168.1.12 to 192.168.1.7”), cho thiy kha ning lan rong tir may bi xAm nhap
sang may ndi bd khac.



Trend Vision One™ h > WB-25034- 5-0000 E v @ a m@um
Summary

Highlights

Demo - Lateral Movement Through Exploit via SME Protocol

25-12-15 15:04:4,
] 192.168.1.12 192.168.1.1;

168.1.12 to 192.168.1.7
2025-12-15 15:04:42 | Vi
) 192.168.1.7 192.168.1.7

Demo - Lateral Movement Through Exploit via SMB Protocol Eﬂ: g i

(© 20251215 15:05:4 - B )
= el =3 92, o
[ 192.1668.1.12 192.168.1.12 trend-micro-test 192.168.1. a4l { IEEA

192.168.1.7
12 to 192.168.1.7 g

192.168.1.12
192.168.1.12

(D 2025-12-1515:05:42 | Vi
[ 192.168.1.7 192.168.1.7

Demo - Lateral Movement Through Exploit via SMB Protocol
(@ 2025-12-15 15:06:4:
[ 192.168.1.12 192.168.1.12

.12 to 192.168.1.7
(© 2025-12-15 15:06:42 | Vi .
L 19216817 192.168.1.7

III. Kétluan

Thong qua cac ndi dung trén, hé thdng da duoc kiém ching kha ning giam sat — phat hién — diéu tra
theo ludng tac chién thyc té. Cac kich ban mé phong (Slmulatlons/OAT) glup tao dit lidu tan cong co
kiém soat, tir d6 dénh gia mirc do quan sat ciia cam bién mang va nang luc tong hop su kién trén
Trend Vision One mot cach 10 rang.

Két qua diéu tra trén Workbench cho thiy nén tang co thé lién két va lam ndi bat cac ddu hiéu quan
trong ctia chudi tAn cong nhiéu giai doan, dién hinh nhu hoat dong Command & Control qua HTTP
(méu hanh vi tuong tu Cobalt Strike) va dau hiéu di chuyén ngang qua SMB trong ndi bd. Diéu nay
hd tro rat ngan thoi gian khoanh ving, wu tién xir 1y sy ¢6 va dua ra hanh dong tng phé phu hop (co
1ap may bi anh huong, giam sat mé rong va chin cac chi dau lién quan).



